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:. OUR NEW WAY OF WORKING .:

The covid-19 pandemic has 
forced us to find new ways of 
working which will require new 
and different online tools. In the 
past, our work has been centered 
upon in-person gatherings of 
collaborating teams to get things 
done. Since the covid-19 appears 
to be transmitted in the air we 
exhale or when we cough, we 
must keep a good distance from 
each other even while wearing 
masks. So, to the extent possible, 
we avoid gatherings and find 
new ways to collaborate as 
we continue to deliver quality 
services to our customers. 
Online audio and video 
communications have become 
the norm. What does this mean 
to the MSTI family, and what 
new opportunities do we have to 
expand our business offerings. 

MSTI provides management 
support services to a variety of 
government agencies. Services 
vary from program management 
to information technology 
(IT) services including asset 
management. Much of the 
support that we provide for 
our government customers 
includes budgeting, milestone 
tracking (scheduling), Agile 

methodologies, portfolio tracking 
and a variety of collaboration 
tools. We also deliver logistic 
services such as warehousing 
and facilities support like mail, 
copying, and transportation 
services. In addition, there may 
be a need for new services that 
have not been thought of before 
our movement and contact with 
others have become limited. 
The pandemic has forced us 
to think “outside the box” on 
how to deliver services. Some 
government agencies are 
considering requiring 2 or 3 days 
in the office and the remainder 
of the week working from home. 
The collaboration tools that we 
have been using may not be 
adequate if working remotely 
becomes the norm. Our present 
tools may not have the visibility 
or speed needed for an increase 
in remote support. To meet 
our customer’s needs, we will 
need to search for innovative 
software that we have not used 
before. Whether for budgeting, 
scheduling, or transportation, 
keeping ahead of our customers 
needs as they work remotely will 
not be easy. For example, daily 
video and audio conferences 
require stable platforms in an 

even more crowded online 
community. 

The entire MSTI Team – 
employees as well as managers 
and corporate management – must 
be creative in thinking about how 
we can best serve our customers 
as they, and we, increasingly 
work remotely. As we move 
beyond the pandemic, you can 
expect that MSTI will adopt new 
tools that all will need to learn.  
Do not be concerned about not 
having used a methodology 
or newly discovered software 
before. You may also have 
discovered new tools that have 
potential to get the job done 
better.  If you learn of something 
that may improve our new way of 
working, bring it to the attention 
of your supervisor. MSTI needs 
everyone’s brainpower as we 
innovate toward the future and 
continue to make the customers 
vision our mission. I trust that 
everyone had a safe and Happy 
Thanksgiving. As we move 
further into the Holiday season, 
I wish you and your families a 
Merry Christmas and a Happy 
New Year!

James T. George, Chairman

Chairman's Corner
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THREATS

1. NEGLIGENT insiders may not intend to put the organization at 
risk, but do so non-maliciously by behaving in insecure ways. These 
insiders may be non-responsive to security awareness and training 
exercises or may make isolated errors by exercising bad judgment. In 
either case, negligence is often cited as the most expensive type of 
employee risk.

2. COLLUSIVE insiders will collaborate with malicious external threat 
actors to compromise the organization. While it is risky and rare, this 
type of insider threat is becoming more common as professional 
cybercriminals are increasingly using the dark web to recruit employees 
as allies. These cases often involve fraud, intellectual property theft or 
a combination of the two, which can make them very costly. This type 
of collusion may also take longer to detect as malicious external threat 
actors are typically well-versed in security technology and strategies 
for avoiding detection.

3. MALICIOUS insiders exfiltrate data or commit other negative acts 
against the organization with the goal of financial rewards or other 
personal gains. Malicious insiders looking for a second stream of 
income will typically exfiltrate data slowly to personal accounts to 
avoid detection. Another type of malicious insider, the disgruntled 
employee, will aim to deliberately sabotage a company or steal its 
intellectual property. They may be seen combing through sensitive 
company information or completing large data exports, especially 
around the time they resign from their position or give the customary 
two weeks’ notice before leaving a position.

4. THIRD-PARTY insiders are contractors or vendors that a business 
has typically given some kind of access to its network. These insiders 
may have employees that fall under one of the categories above or 
may simply have flaws in their own systems and devices that open 
vulnerabilities to attackers.

INSIDER
An insider threat is a malicious threat 
to an organization that comes from 
people within the organization, such 
as employees, former employees, 
contractors or business associates, 
who have inside information concerning 
the organization's security practices, 
data and computer systems. There are 
multiple types of insider threats that are 
defined on the intent and motivation of 
the people involved.

EXTERNAL
An external threat refers to the risk of 

somebody from the outside of a company 
who attempts to exploit system vulnerabilities 

through the use of malicious software, 
hacking, sabotage or social engineering. 
There are a plethora of network security 

threats that businesses should be aware of 
to ensure the continuous protection of their 

systems, software, and data. 

1. MALWARE / RANSOMWARE - Businesses currently fall victim to 
ransomware attacks every 14 seconds. These ransomware attacks 
are growing more than 350% annually with IoT attacks increasing by 
217.5% year over year from 2017 to 2018. This massive increase in 
ransomware was triggered by the creation of cryptocurrencies such as 
Bitcoin, which allow hackers to demand ransoms anonymously. These 
sophisticated attacks start by infecting secure database systems, 
encrypting data, and threatening deletion or corruption of files unless 
a hefty ransom is paid. Being proactive with a ransomware recovery 
strategy and keeping data backups off of your network will ensure you 
don’t encounter loss of data, business interruption, and added costs 
pertaining to having to pay the ransom.

2. COMPUTER VIRUSES & WORMS - Statistics show that 
approximately 33% of household computers are affected by some type 
of malware, more than half of which are viruses. Viruses are attached 
to a system or host file and can lay dormant until inadvertently activated 
by a timer or event. Worms, on the other hand, infect documents, 
spreadsheets, and other files, sometimes by utilizing macros. As soon 
as a virus or worm enters your system, it will immediately go to work in 
replicating itself with the goal of infecting as many networked systems 
and inadequately-protected computers as possible. Transmission of 
viruses and worms is often done by exploiting software vulnerabilities. 
Once they’ve found their niche in your system, they spread like wildfire 
affecting as many system components and users as possible.

3. PHISHING ATTACKS - Phishing attacks are a form of social 
engineering designed to steal sensitive data such as passwords, 
usernames, credit card numbers. These attacks impersonate 
reputable websites, banking institutions, and personal contacts that 
come in the form of instant messages or phishing emails designed 
to appear legitimate. Once you hit reply or click the embedded URL 
in these messages, you will be prompted to use your credentials or 
enter your financial details which then sends your information to the 
malicious source.



CYBERSECURITY>
A security audit is the high-level description of the 
many ways organizations can test and assess their 
overall security posture, including cybersecurity. 
You might employ more than one type of security 
audit to achieve your desired results and meet your 
business objectives.

Cybersecurity Audit VS. 
Cybersecurity Assessment

Your organization has a number of cybersecurity 
policies in place. The purpose of a cybersecurity 
audit is to act as a ‘checklist’ that validates the 
policies a cybersecurity team stated are actually 
in place, and that there are control mechanisms in 
place to enforce them.

There are thousands of questions you could ask 
your internal team or your vendors about security. 
Finding which of them are the most important will 
help you use your resources more efficiently, and 
can help determine when it’s necessary to assess a 
cybersecurity program vs. perform an audit.

Finding The Difference

Both an audit and an assessment are formal 
processes, but there are some key distinctions 
between the two:

An audit is more formal than an assessment. 
An audit must be performed by an independent 
third-party organization, and that third party 
typically must have some kind of certification. An 
organization can have an internal audit team, but 
that team should act as an independent agency.
One of the primary differences with what is 
considered a cybersecurity audit is the cost. It 
can be very expensive for a third-party auditing 

company to come on-site, conduct interviews, and 
comb through your policies. It also might be more 
difficult to conduct what is considered a thorough 
cybersecurity audit with workforces primarily 
remote during the COVID-19 pandemic.  

Additionally, what is considered a cyber security 
audit only shows a snapshot of your network 
health. While an audit might provide an in-depth 
look at your cyber-health at a specific point in 
time, it doesn’t provide any insight into your 
ongoing cyber management.

Using Assessments To Gain 
A Complete Picture 

While a cybersecurity audit is used to find the 
presence of controls, auditors rarely test the 
effectiveness of those controls. The fact that a 
control exists does not necessarily mean that it is 
doing its job to successfully mitigate cyber risk. 

For example, your cybersecurity auditors might 
check a box that says you have a firewall in place to 
reduce the number of websites employees can visit 
while using company equipment. If that firewall 
isn’t properly configured, then the control might 
be useless, and definitely should be flagged to your 
security team.

This is where organizations can choose to conduct 
cybersecurity assessments. An assessment can be a 
formalized process, but the person or organization 
conducting the assessment is not performing 
what is considered a cybersecurity audit. If you’re 
trying to develop a complete picture of your 
cybersecurity posture, a cybersecurity assessment 
will help you evaluate the true effectiveness of 
your program by examining current technology, 



SECURITY>
documentation, and network configuration.

Cybersecurity Compliance 
as a Best Practice

Key to cybersecurity compliance and the 
audit process is to recognize the cybersecurity 
framework approach as common sense — a 
matter of security and executive management best 
practices. It’s about having a carefully thought-
out plan about your risks, how your organization 
will respond to a threat or breach and the team 
responsible for action.

FISMA emphasizes the agency-wide responsibility 
of the chief information officer. The responsibility 
of the federal government agencies’ Office of the 
CIO is clearly to develop, implement and maintain 
a security program. Programs are required to 
assess risk and provide security for the operations 
and assets of programs and systems under the 
agency’s control.

At organizations interfacing and doing business 
with the federal government, the CIO would 
be a central point for overseeing the network 
operations, compliance and risk management 
of secure information management. For smaller 
organizations that do not have a designated CIO, 
an external consultant or similarly skilled person 
may fulfill the responsibilities in a part-time 
capacity.

Many CIOs and individuals assigned to 
security and network management roles within 
organizations might already have practices for 
collecting and monitoring data. Especially for 
organizations that have experienced a security 
breach at some point, IT managers know the 

identification of a breach requires collecting data 
— sometimes large amounts — to analyze and 
compare normal versus irregular activities.

Best practice encourages standard policies, 
procedures and processes that place us in the 
position of being proactive and responsive, rather 
than reactive, and having to shut down operations.

Security threat assessment has required the 
collection of comprehensive data across multiple 
levels. This includes real-time events, log files, 
data from applications, files systems, firewalls 
and scanners. Experience shows us data that’s 
readily available allows us to respond quickly 
while having no records can make response and 
recovery almost impossible. FISMA compliance 
instills data collection as part of security policy, 
procedure and process, so organizations can 
respond more quickly and prevent loss or being 
forced out of business. In accordance with FISMA, 
federal agencies must demonstrate compliance by 
completing:

1. annual agency program reviews,
2. annual Inspector General (IG) evaluations,
3. agency reporting to the U.S. Office of 
Management and Budget (OMB) on the results of 
IG evaluations for unclassified systems and
4. an annual OMB report to Congress 
summarizing the material received from agencies.

Federal government agencies, state government 
agencies involved in federal programs and their 
contractors are required to complete FISMA 
cybersecurity compliance audits, including 
organizations that receive federal grant funds.



October
9 years Hill, Mario
3 years Martin, Timothy R
1 year Vasquez, Ivan
1 year Thornton, Rudolph
1 year Bennett, Deborah v.
1 year Chisley, Dandre Orlando
1 year Harris, Fred D.

November
5 years Singh, Anju
18 years Warren, Ben Franklin
3 years Young, LaToya

December
10 years Miles, Brandon
9 years Huston, Stephanie
9 years Kik, Kent
5 years Hoskins, Vitro
21 years Kennaugh, Shin
2 years Matthews, Veronica R
2 years Del Cid, William
1 year Brough, Stewart
1 year Auricchio, Theresa
1 year Hughes, Jeffrey
1 year McFadden, Corey L.
1 year Bundu-Conteh, West
1 year Bland, Courtni

Employee Anniversaries



Employee Birthdays
October
Chisley, Dandre Orlando
Ghayour, Shoaib
Ghayour, Shahab
Kennaugh, Jonathan

November
Vaughan, Kim
Radcliffe, Josiah D.
Aftab, Rizwana
Alexander, Paul
Young, LaToya
McGann, Carla
Smith, Brittney

December
Franks, Terry
Yim, Devi
Miles, Brandon
Gray, Kevin Maurice
Leggett, Charles P.
Wolfe, Charlene S
Hoskins, Vitro

MSTI-NET.COM



Josiah Radcliffe is one of 
the masterminds behind 
the Employee Movement 
Tracker (EMT) for the G2TS 
contract. Joe worked one on 
one with the G8 to create 
the Table of distribution and 
allowances (TDA)/Manning 
Document.  

Previous attempts to devise 
a viable solution for the 
G8 proved unsuccessful.  
However, by listening to their 
needs and working directly 
with the customer, Joe was 
able to design a product 
which can be expanded as 
needed and fulfills their 
exact requirements for day 
to day employee - financial 
G8 operations. 

Since the TDA document contains information 
specific to the RSA workforce, the decision to utilize 
the solution as the backbone to the total EMT build out 
proved to be most advantageous. Joe, along with former 
employee Richard Owens, worked together to construct 

EMT Phase I, II, and III.  
Phase I-III encompasses 
the onboarding, internal 
movement, and offboarding 
of any RSA employee.  
Currently, Joe is the 
architect behind Phase IV 
of the EMT system, which 
includes the hiring request 
the G1 uses to procure new 
human assets.  Phase IV -B 
will contain time-limited 
moves.  

Not only was Joe one of 
the masterminds behind 
the EMT solution, but he 
also has quickly advanced 
as a leader among 
our customers and his 
teammates. He is astute at 
presenting solutions to the 
customer, incorporating 

any requested changes, and working with leadership to 
assist with training requirements.  Often the customer 
and his teammates will contact him when there is a 
question about how to proceed when a problem arises.  
Joe never complains about the distraction.  

Josiah Radcliffe
G2TS Team, Huntsville, AL

Employee Of The Quarter


